Whaley Bridge Primary School

POLICY ON THE USE OF THE INTERNET AND E-MAIL

Whaley Bridge Primary School is committed to providing Internet and e-mail facilities to employees where an educational need is established and to promoting employee awareness of the benefits and potential dangers involved. This policy sets out guidelines for employee use. Infringement of this policy by employees may be regarded as a disciplinary offence and, in serious cases, may result in dismissal. Improper use of the Internet or e-mail could bring the School into disrepute and may lead to legal claims against the individual employee and the School.

GUIDELINES

1. The Headteacher will authorise use of the Internet or e-mail facilities prior to employees accessing these and will keep a written list of all such authorisations.

2. Ownership of all computer hardware and software documents lies with the School and the School reserves the right to make appropriate arrangements to monitor, log, record and access all communications at any time without notice.

3. Use of the Internet, e-mail and school IT equipment is primarily designed to be for the educational purposes of the school; the scale of use must be appropriate to those purposes. 
4. Employees are however authorised limited personal use of this school equipment. Personal use must not result in loss of employee productivity or interference with official school duties. Moreover, such use should incur only minimal additional expense to the school in areas such as:

· Communications infrastructure costs; e.g., telephone charges, telecommunications traffic, etc.;

· Use of consumables in limited amounts ; e.g., paper, ink, toner, etc.;

· General wear and tear on equipment;

· Minimal data storage on storage devices;

· Minimal transmission impacts with moderate E-mail message sizes such as emails with small attachments.

At the Headteachers sole discretion, contravention of this privilege of personal use of Internet, e-mail and school IT equipment may lead to the withdrawal of employee access other than for defined school purposes and/or financial charges being imposed.

5. Employees are required to maintain the good reputation of the School when using the Internet and e-mail and to be aware that these services are open forums subject to public scrutiny.

6. Examples of misuse which contravene this policy and the possible resulting sanctions include but are not limited to the following:

· Distributing abusive, discriminatory or defamatory statements may be regarded as serious acts of misconduct and will normally lead to disciplinary action.

· Visiting, downloading or distributing pornographic, obscene, hateful, offensive or illegal material may be regarded as gross misconduct and may lead to summary dismissal.

· using the computer to perpetrate any form of fraud, or software or music piracy

· using the Internet and e-mail to send offensive or harassing material to other users

· downloading commercial software or any copyrighted materials belonging to third parties, unless this download is covered or permitted under a commercial agreement or other such licence

· hacking into unauthorised areas

· creating or transmit defamatory material

· undertaking deliberate activities that waste staff effort or networked resources

· deliberately introducing any form of computer virus into the corporate network

7. Appropriate security must be applied before confidential or sensitive information is sent via the Internet or by e-mail.
8. Users must not form contracts or vary contractual terms over the Internet unless authorised to do so.

9. Any material imported by Internet or e-mail must be virus checked and must not infringe copyright.

10. Publication of information on the Internet must only be via the School web site, where one exists.

11. Where access is gained accidentally to Internet sites, which may infringe these guidelines, the Headteacher must be informed immediately.

12. Employees should be aware that their use of the Internet and e-mail facilities may be subject to monitoring processes.

13. Employees will be required to confirm that they have read and accept the guidelines in this policy.

I have read, understood and accept the guidelines in the policy on the use of the Internet and e-mail.

	Signed                                                                             
	

	Name
	

	Date
	


